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ABSTRACT
This paper introduces BcWAN, a roaming solution for an IoT LoRa-
based network that allows IoT end-devices to deliver data to their
home network going through foreign 1 gateways.

Our architecture removes the central core network and replaces
it with a blockchain that handles the network access control. Any
gateway in the system can communicate directly with another gate-
way in a peer-to-peer manner while maintaining confidentiality,
integrity and soundness. Our work solves the fair exchange problem
introduced in such architecture where no third party is involved
thanks to a combination of encryption and specific blockchain
techniques like custom script operators. We implement a proof
of concept of the BcWAN architecture to gather an insight of the
performance of the solution. We outline that BcWAN itself does
not add any significant overhead to a near real-time IoT application
by presenting preliminary test results.
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1 INTRODUCTION
After Internet and mobile communications, the Internet of Things
(IoT) is designated to be the third wave of information technology.
ABI Research [1], Cisco [2] and Ericsson [3, 4] have all presented
constructive reports about IoT and the findings are unequivocal
with a forecast of rapid growth and a comparable increase diversity
of IoT applications and services. This burst of the IoT technologies
has opened up the potential to build an ecosystem of billions of
connected devices [5] supporting a new large set of application
domains including but not limited to smart city, such as smart
metering, smart parking, vehicle fleet tracking, and smart street
lighting to name but a few.
1Foreign gateway means that a user/company X ’s device can use a foreign gateway
that is a property of Y to deliver its own data, where X , Y .
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Figure 1: LoRaWAN End to End Network Overview

Low-Power Wide Area Networking (LPWAN) technology of-
fers long-range communication with low energy consumption, which
empowers new kinds of services and applications. Due to these
features, this technology fits perfectly the needs of the Internet
of Things (IoT) and Machine-to-Machine (M2M) networks [6]. An
IoT device usually is characterized by a small electronic equipment
that consumes little energy to send limited amount of data per
time, which grants them the ability to operate for many years on a
simple battery. Nonetheless, LPWAN technologies share a common
drawback which is the overall limited capacity of transmission. The
duty cycle inferred by some of the used unlicensed radio spectrum
combined with a low bandwidth hampers the transmission capabil-
ities, restricting LPWANs use cases. LPWAN technologies combine
low data rate and robust modulation to achieve communication
over several kilometers. Such range allows for limited deployment
requirements by lowering the number of required antenna/gate-
way [6–9].

Different LPWAN implementations exist on the market (Sig-
fox [10], WaveIoT [11], or NB-IoT [12] to name but a few), and
LoRaWAN [13] is one of the most successful LPWAN technolo-
gies [14]. It can be due to its open source software support and
the ability for anyone to build its own private network. In fact,
LoRaWAN explores the unlicensed radio spectrum as Wi-Fi does,
which means that anyone can use the radio frequencies without
having to pay fees for transmission rights. This flexible deployment
strategy has attracted industries and companies to invest on this
technology. It allows them to either use an existing public network
or setup their own private if they are concerned by the ownership
of the network. LoRaWAN also comes with an ease of installation,
completely free of intellectual property and royalty costs (which is
not the case of Sigfox), and with the most resilient privacy/security
level.
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With the low power aspect (multi-year life, coin cell operation)
and the long range feature, LoRaWAN has drawn attention of in-
dustrial actors to answer diverse needs. Whether in term of asset
management like asset tracking and monitoring (airports, car lots,
construction sites, warehouses, retail), energy and land use op-
timization, pallet tracking, shipping containers; smart cities like
smart meters, parking sensors, street lights control, waste man-
agement; or smart buildings and home like water leak detection,
termite traps, and smart home sensors.

The architecture of LoRaWAN (Fig. 1) consists in a set of end-
devices that sense and collect data and transmit it to a gateway
within their radio range; a set of gateways that act as an access
point and send packets to a network server through a backhaul
connection; a core network (Network Server) that processes all
received packets from gateways and directs them to an application
server; and finally, a set of application servers that handle the
customer application and treat the data.

Deploying a private network is convenient in term of privacy/se-
curity aspect but even if a LoRa gateway can cover a large Km-area,
it requires considerable resources to independently cover your full
devices’ operating area (e.g. countries). As described above, if a
company want to deploy its own private network, it needs to setup
gateways, application servers and most importantly the core net-
work (Fig. 1). So an interesting question can be: Can we use foreign
gateways to forward our data while maintaining privacy and security
standards?

In this paper, we present BcWAN, a federated and decentralized
platform that allows different parties to access and collect their
nodes’ data through foreign gateways while maintaining confi-
dentiality and security standards. We take away the single actor
deployment scheme and replace it with a blockchain-based archi-
tecture that handles the network control access, and which allows
gateways to communicate directly through a Peer-to-peer network.
We consider that a node belonging to a recipient can send some
collected data to the recipient passing through a foreign дateway
while :

• the дateway and the recipient entities may not trust each
other

• insuring conf identiality of the data
• дateways should not be able to receive more data than what
it participates in the network

• and the дateway wants to be rewarded for the data trans-
ferred

By doing this, we create an interesting outcome that leads us to
tackle two interesting challenges in this paper:

(1) Knowing the communication limits of LoRa, how to ensure
that the message received by the дateway from the node
intended to the recipient is not going to be disclosed.

(2) Once the дateway has received the encrypted message
from the node , how to ensure a fair exchange between the
recipient and the дateway.

The remainder of this paper is organized as follows. Section 2
outlines the background of this paper article and introduces the
reader to the concepts of a blockchain. In Section 3, we present the
current literature and explain the architectural decisions. Section 4
introduces our protocol and design. We describe the performance of

our solution in Section 5 and discuss the results and design choices
in Section 6.

2 BACKGROUND
In parallel with the striking growth of the IoT, the Blockchain
technology drew more and more attention. As LPWAN services
are growing towards centralized single-proprietary infrastructures,
we can see the potential of mutualizing hardware to allow broader
coverage. Sharing of such infrastructure can be enforced through
binding contracts between parties. That would involve renting or
supervising access and would be enforced by law. But with the
emergence of Blockchain, and by issuing contracts through, e.g.,
Bitcoin scripts, companies now have a way to ensure that all players
are following the rules in a common network without the need of
a third party and/or lawyers.

The Blockchain is a tamper-proof decentralized ledger, where
the rules are enforced through a consensus between the users.
Blockchain technology has first been introduced by Satoshi
Nakamoto [15] as a mean to offer a solely electronic version of
currency without a third party (e.g. central banks).

His proposal, Bitcoin, is considered as the first Blockchain-based
cryptocurrency to be implemented. From this work, several cryp-
tocurrency solutions emerged such as Ethereum [16] or ZCash [17].
As Blockchain also empowers certification services via Proof of
Ownership, Proof of Existence or Proof of Integrity, this work led
to non-financial oriented proposals. Namecoin [18] uses Proof of
Ownership to provide a decentralized Domain Name System (DNS).
It prevents censorship and surveillance from governments as the
association table is stored in a decentralized manner while assuring
Proof of Ownership of a domain.

Our work, BcWAN, heavily relies on Blockchain scripts.
Blockchain scripts are a list of instructions in a transaction which
describes how the next user can gain access to the output of a
transaction (i.e. the cryptocurrency available in the output of a
transaction). Scripting is done through a non-Turing-complete
stack-based language. This mechanism especially empowers
consumers to do direct payment to one another by using Elliptic
Curve Digital Signature Algorithm (ECDSA) signatures and keys.
Any user owning funds can emit transactions whose output
contain a certain value (i.e. amount) directed to another Bitcoin
address. Each output is locked and can only be redeemed by the
user who owns the private key behind the Bitcoin address the
output is destined to. Through these techniques, the Blockchain
becomes a tamper-proof decentralized ledger, where the rules are
enforced through a consensus between the users. Beside direct
payment, Bitcoin scripts are malleable enough to build more
complex rules for transactions. One could for example lock the
output of a transaction to the preimage of a sha256 hash. This way,
the user that desires to unlock the amount would have to reveal
the preimage of the given sha256 hash. Blockchain also gained
interest in the IoT field thanks to the aforementioned feature.

3 RELATEDWORK
Wörner and Bomhard proposed a general data exchange mecha-
nism [19] through the Bitcoin network. They use Bitcoin scripting
capabilities to enable 1) traceability, 2) payment of data through
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Bitcoin and 3) storage of data inside a Blockchain. This method
enables efficient, reliable and verifiable storage of data via Bitcoin.
Because of the limitations in the consensus of Bitcoin, data storage
is limited to 40 bytes. Their work focuses on selling data while our
work focuses on selling networking capabilities.

Our solution was inspired by Zero Knowledge Contingent
Payment (ZKCP), which was first introduced in 2011 by Gregory
Maxwell [20]. As we aimed to build a mutualized network, the fair
exchange was a core need and ZKCP was a solution to our problem.
Although introduced in 2011, the method was only theoretical as
no Zero-Knowledge proof mechanism fitted the need of ZKCP at
the time. Later, zero-knowledge Succint Non-interactive ARgument
of Knowledge (zk-SNARKs) rendered the implementation of ZKCP
and made them practically available. In 2016, Gregory Maxwell
realized the first ZKCP on the main Bitcoin network [21]. In the
context of IoT, computational power is limited on the edge network.
As Gateways in LoRaWAN are positioned at this level, we wanted
to limit the impact of the Blockchain on those devices by limiting
storage and computational needs. At the time of writing, current
zk-SNARK implementations are relatively (i.e. comparably with an
embedded architecture) both memory and computational heavy
[22], which is why we moved away from this approach.

The Things Network [23] is a LoRaWAN-based global, crowd-
source, open and free Internet of things data network that allows
everyone to deploy their own gateways to be used by their own
end-devices and by other users. PicoWAN [24] is a LoRaWAN-based
collaborative, low power wide area network for connected objects.
The network infrastructure is built from ground up by the user
community installing PicoWAN’s gateways inside buildings that
will establish a wireless link between connected objects and the
Internet. Both solutions, cited above, answer perfectly our open
question but both approaches have a unique single actor that de-
ploys and operates the network and the gateways. ARCHOS [25] is
the only player that administers the PicoWAN network and sells
the PicoWAN’s gateways (PicoPlugs). For the Things Network’s
approach, it is a little bit flexible, meaning that you can use your
own gateway with their semi-open-source code. However, the core
network still under their control, like operating, monitoring, and op-
timizing the network; managing, configuring and troubleshooting
the gateways; granting access to users, requested network quality
of service, and billing. In their work Durand et al. [26] propose a
solution where a Blockchain acts as an activation server in order to
create a full P2P network without Network Server. An interesting
aspect of their work is that it does not require modification of the
end devices to work, neither the LoRaWAN gateways. However,
their solution does not incentive gateways of the network and thus
it reduces users interest in deploying gateways . Their work is com-
plementary to ours as it is design for altruistic users in mind like
The Things Network.

4 ARCHITECTURE
4.1 Requirements
The goal of BcWAN is to create a shared LoRaWAN infrastructure
allowing different parties to deploy and use the network without
relying on a single network operator and without having to deploy
the whole network on their own. The idea of BcWAN is that it does

Figure 2: BcWAN Network Overview

not rely on a trusted third party, which may be difficult to define
in such situation. Indeed, BcWAN does not require any centralized
server nor any trusted third party2. In order to prevent abuses on the
network, BcWAN relies on crypto-currency and micro-transactions.
Each time an actor of the network sends a message through one of
his nodes, he must pay for the delivery of the message. When an
actor dispatches a message thanks to one of his gateway, he receives
a few crypto-currency as a reward for processing the message.

The problem raised with this principle is that we face a fair
exchange problem between the actor that wants to retrieve the data
from the dispatcher and the dispatcher that wants to receive the
crypto-currency in exchange for the data delivery. The following
sub-sections describe the BcWAN architecture and how we have
solved this problem.

4.2 Overview
The overall BcWAN architecture (Fig. 2) shows that there is no more
network server, comparing to the basic LoRaWAN architecture
(Fig. 1), and that gateways communicate directly with each others
and with the application servers. For the sake of simplicity, we
assume that each actor of the network possesses only one gateway.
With several gateways per actor, each actor will have to elect one
of his gateways as the master gateway 3.

In BcWAN, when a gateway receives a message, instead of send-
ing it to the network server, it looks up in the blockchain the network
address (IP address) to whom the message is intended. The gateway
then sends the message to this recipient which will in its turn send
it to the right application server. The choice of the application server
is not different to what we have in legacy LoRaWAN network.

In BcWAN there are two main challenges that will be addressed
in the next sub-sections:

(1) Address directly a gateway from another gateway,
(2) Solve the fair exchange problem.

2except a blockchain which may be considered as a trusted third party.
3The master gateway is the gateway to whom all the actor’s devices have to address
their data to.
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4.3 Addressing gateways directly
When a gateway receives a message, it needs to send it to the
right recipient thought TCP/IP network (the Internet). To do this
the gateway needs to know the IP address of the recipient or its
Fully Qualified Domain Name (FQDN). In BcWAN, we stick to IP
addresses because the system we put in place is similar to Domain
Name Server (DNS) and would be quite redundant if using FQDN.

When a gateway has to deliver a message to another gateway, it
can only rely on information sent by the node (i.e. the sensor). The
node may not directly know the IP address of the recipient, mainly
because the latter can change if the recipient gateway is moved
on another network. However the node knows a unique identifier
which is actually the blockchain address of the recipient (@R). Each
recipient that is ready to receive messages on a given IP address
must create a blockchain transaction containing the information
relative to its IP address. The gateway which needs to deliver the
message will then do a lookup in the blockchain to find the IP
address associated to this blockchain address. A communication
can then be established using a TCP/IP socket between the sender
and the recipient to negotiate the exchange of the data.

4.4 The fair exchange
The fair exchange problem in BcWAN comes from the following
dilemma in case of malicious parties:

(1) The gateway could receive the payment but never deliver
the data

(2) The recipient could receive the data but never send back the
payment

We can see that if the gateway sends the data first, then the
recipient can take advantage of the situation and not pay for the
service. If the recipient sends the payment first, the gateway could
not deliver the data and be payedwithout providing the service. This
is what is called the fair exchange problem. This kind of problem
is especially seen in the context of digital exchange where parties
does not know each other and are anonymous.

A solution for this problem could be the usage of reputation.
If the recipient pays for the data first it should receive the data
in exchange. The gateway does not have many advantages to not
deliver the data but in case it does not, the recipient can alter the
reputation of the gateway. Also if the gateway delivers the data
but receives a bad notation from the recipient, it can also alter its
reputation. This solution reduces the probability of misbehavior but
does not eliminates the problem. In BcWAN, we propose a solution
where both parties are guaranteed to get what they are owed.

In BcWAN, we need to guarantee the following properties:
(1) The confidentiality of the data
(2) The integrity of the data
(3) Authenticity of the data
(4) Proper payment to the gateway if the recipient receives the

data
(5) Retrieving the data by the recipient in case of payment
In order to guarantee the confidentiality of the data, the node

and the recipient share a symmetric key (K). The message can be
encrypted with this key on the node and deciphered on recipient
side. This step is mandatory if confidentiality of the data is required.

For the integrity and mainly for the authenticity of the data the
node also signs the encrypted message (Em) and the ephemeral
public key (ePk) with a secret key (Sk). The node and the recipient
must also share a secret key (Sk), on the node, and a public key
(Pk), on the recipient. A provisioning phase is therefore needed in
order to load the necessary keys on the node.

To guarantee that the payment is done if and only if the data is
sent by the gateway to the recipient we use the capabilities provided
by the Blockchain scripts which are also known as smart contracts.
The idea is the following:

Figure 3: BcWAN Message exchange sequence diagram.

(1) After receiving a first request from the node (not illustrated
in Fig. 3), the gateway generates an ephemeral public (ePk)
and secret key (eSk) pair. This pair will only be used for this
message.

(2) The gateway sends the ephemeral public key (ePk) to the
node using LoRa.

(3) The node double encrypts the message (m) using fist the
symmetric key (K ) and then the ephemeral public key (ePk)
and obtains (Em).

(4) The node signs the result of the encryption (Em) and the
ephemeral public key (ePk) using his own secret key (Ska).
The signature is called Siд.

(5) The node sends the message encryption (Em), the signature
(Siд) and the recipient address (@R) to the gateway using
LoRa technology.

(6) The gateway retrieves the IP address of the recipient in the
Blockchain as explained in Section 4.3.
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(7) The gateway sends the message encryption (Em), the
ephemeral public key (ePk) and the signature (Siд) to the
recipient using TCP/IP.

(8) The recipient verifies the authenticity of the message thanks
to the signature (Siд).

(9) The recipient creates a transaction in the Blockchain with a
given output (fixed or negotiated with the gateway) and a
specific script. The script requires to provide the secret key
eSk associated with the public key ePk in order to unlock
the amount provided in the transaction.

(10) When the gateway receives this transaction, it creates a new
transaction using the output of the previous one and provides
the ephemeral secret key eSk . The output of this transaction
is not important but should be intended to the gateway itself.

This exchange protocol (Fig. 3) requires a specific type of trans-
action in order to be resilient to attacks. Given that the funds con-
tained in step 9 are locked until the correct secret key is given, it is
necessary for the transaction to also be time-locked. For Bitcoin,
the OP_CHECKLOCKTIMEVERIFY script operator was introduced
to deal with time-locked problems. This operator enables funds
from a transaction to be locked for a given amount of blocks. The
recipient can then specify that the funds are locked until a) the
associated private key is revealed or b) a given amount of time
has passed. We also introduced the OP_CHECKRSA512PAIR script
operator in order to verify that the Private key given by the gate-
way is the one that matches the public key in the transaction. The
OP_CHECKRSA512PAIR script operator has been implemented us-
ing the VerifyPubKey method of RSA_PrivKey class from OpenSSL.
The listing 1 gives the complete script used in BcWAN.

Listing 1: Ephemeral Private Key Release Script
1 <rsaPubKey >
2 OP_CHECKRSA512PAIR
3 OP_IF
4 OP_DUP
5 OP_HASH160
6 <pubKeyHash>
7 OP_EQUALVERIFY
8 OP_ELSE
9 < b l o c k _h e i gh t +100>
10 OP_CHECKLOCKTIMEVERIFY
11 OP_VERIFY
12 OP_DUP
13 OP_HASH160
14 <buyerPubkeyHash >
15 OP_EQUALVERIFY
16 OP_ENDIF
17 OP_CHECKSIG

5 PROOF OF CONCEPT
In order to test the feasibility of BcWAN, we implemented a proof of
concept using a couple of software layers. The first layer manages
the LoRa exchanges and is deployed on a Nucleo-144 (STM32F746)
running as the node and a Raspberry Pi equipped with a LoRa
shield (RFM95 LoRa module) running as the gateway . Once the

gateway receives the encrypted message from the node through
LoRa exchanges, it switches to the second layer, which deals with
the Blockchain interactions. We define those layers as the two main
modules, the LoRa module and the Blockchain module.

5.1 Modules overview
For the LoRa module, we modified the work of C. Pham [27] to meet
our needs on our gateways . We used Multichain for the Blockchain
module [28]. Multichain is a fork of Bitcoin v10.0 which provides
interesting features from a Blockchain testbed point of view such
as modifying the average mining time, the size of a block or the
consensus in a Blockchain. Those parameters impact the theoretical
maximum number of transactions per second that a Blockchain can
process, thus the overall performance of it.

Multichain does not compile on ARM processors, and due to the
fact that our gateway is running on a Raspberry PI, we had to split
the gateway ’s modules into two hardware units: a Raspberry PI
for the LoRa module and a Linux virtual machine for the Blockchain
module.

In order to insure the confidentiality of data, our node uses the
Advanced Encryption Standard (AES) [29, 30] with Cipher Block
Chaining (CBC) mode to encrypt the data. The original message
(plaintext) is split into a fixed block size (16 bytes). If the plaintext
length is less than 16 bytes, we add some padding. The first block
is XORed with a random vector of the same size (IV). The obtained
result is encryptedwith our AES-256 symmetric key shared between
the node and the recipient . The number of ciphertext blocks is equal
to the number of plaintext blocks. We assume that our message’s
length will be less than 16 bytes (temperature, humidity level,...).
Hence, our obtained ciphertext is about 16 bytes. Additionally to
the ciphertext, the node has to send the random IV to the recipient
in order to be able to decrypt the message. We end up having 34
bytes (Fig. 4) to send to the recipient, which can be easily encrypted
using the asymmetric public key of the gateway .

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34

Le
n Initialization Vector (IV) Le
n Ciphertext

Figure 4: The encrypted message using AES-256 and its IV.

As described in Section 4.4, in one hand, the node has to sign
the result of the encryption (Em) and the ephemeral public key
(ePk) generated by the gateway . We use the RSA-512 encryption
for this matter. We discuss this choice in Section 6. Using the shared
asymmetric key with the recipient (Sk), we insure to the recipient
the authenticity of the message and that (ePk) was the genuine
ephemeral public key used in the process. On the other hand, the
node has to double encrypt the message (m) using the symmetric
key (K) and then the ephemeral public key of the gateway (ePk).
Given the chosen encryption methods, we effectively have a prede-
fined minimum payload of 128 bytes, 64 bytes for the double data
encryption and 64 bytes for the signature.

Multichain operates as a daemon responding to JSON-RPC re-
quests. We encapsulated Multichain around our BcWAN daemon
implemented in Golang. Our daemon listens on a given port for
requests from foreign gateways . It then interacts with Multichain
API to 1) create the transactions, 2) sign the transactions and 3)
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Figure 5: BcWAN process latency (without block veri f ication)

Figure 6: BcWAN process latency

send the transactions. The daemon is also responsible for broad-
casting the node IP and retrieving other gateways IPs. We used
the OP_RETURN script operator to do so, which allows to publish
arbitrary data inside the output of a transaction. On start-up, each
node retrieves the recent blocks from other nodes and scans their
content for foreign gateways IPs. We also modified Multichain’s
code in order to introduce a new operator which checks that a
private RSA-512 key matches a public RSA-512 key. This allows us
to infer a payment for the disclosure of a private RSA-512 key.

5.2 Performance overview
We chose to draw an overview of the impact of the Blockchain
module in BcWAN. To do so, we used PlanetLab [31], which is a
distributed platform for deploying and evaluating planetary-scale
network services. We chose 5 PlanetLab nodes with similar speci-
fications. Each node has 4 CPU Cores and 512 MB of RAM. Given
128 bytes of payload and 4 bytes of length header, we simulated 30
sensors per node at a 1% duty cycle using a LoRa Spreading Factor
level 7, effectively giving us a theoretical maximum of 183 messages
per sensor per hour. An AWS EC2 instance is used as a master node
only to 1) bootstrap the nodes and 2) mine blocks. Mining is disabled
on the PlanetLab nodes .

We measured the overall latency of 2000 exchanges in BcWAN
using the aforementioned setup. Multichain advertises a transaction
throughput of up to 1000 tx/s (transaction per second) in its latest
version. We saw different results during our experiments as the
block verification made the Multichain daemon stall and become
unresponsive for extended periods upon each block arrival. We
chose to differentiate the exchange latency of BcWAN to Multi-
chain’s performance by disabling block verification. We see that,

if there is no block verification (Fig. 5), the mean latency of a full
exchange is 1.604s, from the first message from the gateway to the
decryption of the message by the recipient . On the other hand, with
block verification (Fig. 6), the mean latency of a full exchange is of
30.241s.

6 DISCUSSION
We show in the previous section that BcWAN limits the overhead
added to LoRa communications to a few seconds. This does not
take into consideration the block verification process of Multichain
which is not the subject of this paper. We aspire that other imple-
mentations or future Blockchain technologies may solve this issue.
The mean latency allows for close to real-time communications
in a Peer-to-peer manner while maintaining security standards.
The added processing power required at the edge nodes can be
mitigated by offloading computational heavy tasks to application
servers (e.g. mining, block verification). The presented results do
not take into account the edge geolocation nature of Peer-to-Peer
communication. In a real world environment, a sensor has higher
chances to communicate with a Gateway that is geolocated closer to
his origin deployment. The network latency can thus be decreased
between co-located foreign Gateways and lower the data retrieval
latency.

In BcWAN we chose to allow the foreign gateway to not wait
for confirmation of the recipient transaction before providing the
ephemeral private key. This can be a security threat as a malicious
user could double spend this transaction. Bitcoin advises users to
wait a minimum of 6 confirmations, and because Bitcoin has an
average block time of 10 minutes, effectively wait 60 minutes after
each transaction. If the recipient double spends the first transaction,
the recipient can retrieve the ephemeral private key necessary to
decipher the encrypted data without rewarding the foreign gateway
. The addition of a confirmation time on the exchange protocol to
prevent double-spending implies an added latency. Even though
we use a two-transaction protocol, confirmation on the second
transaction is non-necessary as the gateway has no incentive to try
to double spend the second transaction. Our choice for the Proof of
Concept is motivated by the fact that we wanted to separate the
performance of BcWAN from the performance of the underlying
blockchain technology.

We chose RSA-512 as method to encrypt our data due to the
size limit of the payload that can be sent on the LoRa network,
which is highly constrained. This lowers the security as RSA-512
can be brute-forced [32][33] but the amount to spend in order to
decrypt the data is (nowadays) much more than the value that the
foreign gateway is asking to reveal the ephemeral private key. For
application where this may be a problem it is possible to use higher
levels of encryption but messages will be lengthier on the LoRa
network.

The Proof-of-Work is not suitable for edge nodes to run the
blockchain as this is a computational power based method of elec-
tion. Other methods such as Proof-of-stake [34] do not rely on
computational power and thus can help to further close the gap
of the blockchain to the edge nodes. While a Blockchain network
based on Multichain is able to process thousands of transactions
per second, it is ultimately unsuited for processing large quantities
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of data. The scalability issues are out of the scope of this paper as
BcWAN could be implemented on another blockchain technology.

7 CONCLUSION
We introduce a new architechture for LoRa-based networks allow-
ing the deliverance of data through foreign parties without the
need of a trusted third party. This is especially powerful as it allows
parties with a shared goal to securely deploy a common network in
a fair manner while maintaining security standards. Rules are en-
forced through a blockchain in order for parties to fairly exchange
inside the federated network. Parties that don’t participate to the
network aren’t able to take advantage of foreign property. Our
experimental evaluation showed that we maintain the desired secu-
rity standards while mitigating the induced overhead compared to
trustful IoT networks. Overall, we introduce a new way for parties
to safely exchange data in a potentially malicious environment
without the need of a trusted third party.
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